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Abstract
Designed to provide Plan International Canada data producers and consumers with the tools necessary to capture, store and access trusted data in a secure and appropriate manner.
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[bookmark: _Toc66963056]Introduction
Plan International Canada has embarked on a data transformational path which ensure detailed attention to its greatest asset, its data. Data enables the organization to make informed decisions on how to successfully build, maintain and grow our business and ensures we can deliver our resources where it will provide the most value and greatest impact.  Ensuring our data is accurate, well defined, readily accessible and easy to use, and all while making certain it remains safe, secure and up to date, requires a set of policies, standards and guidelines to be maintained and shared across the Organization. The introduction and evolution of the “digital experience”, coupled with an ever-increasing opportunity for more direct constituent interactions has resulted in a heightened government and public awareness of the kind of information shared and the accessibility and security of that data.  As a result, so has the need for policies, standards and guidelines underlying the storage, usability and security of this data. This Enterprise Data Management and Governance Data Policy will identify the foundational needs necessary to establish and satisfy the current enterprise’s data needs while setting the path for the execution of the data strategy.
Plan International Canada’s accepted Policy Framework and Enterprise Policy and Foundational / Strategic Policies template were used in the development of this policy.
[bookmark: _Toc66963057]Data Management & Governance Data Policy statement of purpose
The Data Management & Governance Data Policy (Data Policy) purpose is to define the policies, standards and guidelines required to ensure the safety and soundness of data collected, maintained and used at Plan International Canada. The artefact aligns with Plan International Canada’s Data Strategy.
This policy will outline the foundational guidelines necessary to ensure an individual’s rights to privacy are at the cornerstone of our data point collection baseline. This, in turn will ensure data decisions related to the capture, storage, sharing and use of personal information will always be viewed through the lens of only using  personal identifying data as deemed necessary by the organization to service and support our goals and commitments.
In addition, this policy will provide the necessary guidance for ensuring data accountabilities and responsibilities are defined. These assignments will ensure adherence to various regulations around data privacy, data accuracy, data transparency and data retention. Data ownership as defined in this policy will also provide the accountability for establishing formal controls and monitoring, leading to better data related decisions and business priorities.
Finally, the controls, to include but not limited to, regular monitoring of activities, data integrity and policy adherence will provide the information to build, enhance and / or change business and / or technology requirements and behaviours.
[bookmark: _Toc66963058]Scope
[bookmark: _Toc66963059]In Scope 
· All business and technical processes which capture, store, use (including edit and maintain), share and purge data
· Align data ownership and accountabilities based on solely functional usage of data
· Define the roles and responsibilities for Data Management activities
· Define the role and responsibilities for Data Governance oversight
· Outline the approved list of policies, standards and guidelines relevant to Data Management and Governance
· Identify and capture Data Governance tools and any underlying technology requirements without naming specific vendors
[bookmark: _Toc66963060]Out of Scope
Refer to assumptions for additional information on some of the following out-of-scope items.
· References to specific technical applications, databases including warehouse and clouds
· Reference to unstructured data
· Reference to financial accounting practices and auditing requirements
· References to Organizational operational systems including:
· expense and billing systems
· HR systems and business functions unless otherwise specified
· References to specific Data Governance technology unless otherwise specified
Body of Policy
[bookmark: _Toc66963061]Applicability
Data Management refers to the technical capabilities of capturing, storing, access, sharing and retention/purge of data. Data Management policies are created and maintained by the Information Technology team with oversight from the Data Governance program and council.
This policy provides the requirements and expected outcomes which will create a holistic approach to ensuring the safety and soundness of Plan International Canada data. As a result, this policy is applicable to all groups and / or departments unless explicitly noted elsewhere within the policy.
This policy is aligned to 
[bookmark: _Toc66963062]Data Management and Governance Policies, Standards and Guidelines [footnoteRef:2]  [2:  Current data management and governance policies, guidelines and standards as of <<insert date>>] 

The Data Governance office has established the following policies, standards and guidelines to support data management and data governance:
	Artefact Name
	Artefact Type​
	Brief Description

	Data Security Standards
	Standards
	Data Storage security requirements
Data Classification

	Data Sharing Agreements
	Enterprise Policy
	Content on privacy and security requirements when sharing data with external / 3rd parties to be added to existing agreements

	Data Quality Management Standards and Guidelines
	Business Unit Policy, Standards & Guidelines
	DQ best practices & tools; DQ Rules defined; DQ metrics; Critical Data Elements; Business Glossary; Data Lineage

	Data Access, Security and Privacy (AKA Identity Access Management IAM) Policy
	Business Unit Policy
	Access Management including access requests, provisioning, monitoring and attestations
Responsibility and accountabilities of data and application owners
Augment existing IAM policy

	Enterprise Data Retention and Purge Policy
	Enterprise Policy
	Data retention and purge requirements based on type of regulatory requirements, best practices, data type and storage media
(Specific to structured data in applications and eco-system storage devices. Unstructured and other types of storage such as paper based will be handled separately.)

	Master & Reference Data
	Business Unit Standards & Guidelines
	Data Source and storage
Data Access / Consumption
Metadata Management



[bookmark: _Toc66963063]Data Security Standards: Information Technology
The Data Security Standards will include the minimum requirements for securing data both at rest and while in motion. As well as identifying the necessary requirements regarding access controls to support the provisioning and fulfilment of data needs.

Minimum requirements included in the Data Security Standards:
· Access and entitlements: access controls, user access audits and controls
· Anonymization, encryption, data masking
· Metadata: data classification, data security attributes 
· Data Transfer
· Data Sharing
· Vulnerability testing and controls
· Data Archive Security requirements
· Network penetration testing and controls

The Standards should align with Plan’s Privacy Policy; Safeguarding Children and Young People Policy.

[bookmark: _Toc66963064]Data Sharing Agreements: Procurement, IT and Data Governance
While data sharing can be both internal and external, this section refers to the external data sharing requirements necessary in all of our Request  for Proposals, Master Service Agreements and any other data sharing agreements between Plan International Canada and an external third party vendor, regardless of the permanent or temporary nature for the data share.

At a minimum, data sharing agreements regardless of where it is initiated, should include the data security standards for transferring data; storing data; and using data.

If, on Plan International Canada’s behalf, the data is to be stored and used by the third party then the following minimum requirements are to be included in the underlying agreement:
· Minimum data security standards must be met and approved:
· data transfer security, 
· data storage requirements,
· data retention and purge.[footnoteRef:3] [3:  Data Security Standards will be completed by end of Q3/FY’21.] 

· Access and usage to Plan International Canada data must meet minimum approved standards set out by the Data Access, Security and Privacy Policy and Standards as well as the Data Access Management Procedures.[footnoteRef:4] [4:  Enterprise Data Retention Schedules are under development and will begin to be available for use by end of Q3/FY’21.] 

· Data quality and integrity is integral to Plan International Canada’s ability to grow and retain relationships with constituents and donors. As a result, vendors who create or edit data on Plan International Canada’s behalf must comply with the minimum approved standards and guidelines as set out in the Data Quality Management Standards and Guidelines.[footnoteRef:5] [5:  Data Quality Management Standards and Guidelines will be completed by end of Q3/FY’21] 


[bookmark: _Toc66963065]Data Quality Management Standards and Guidelines:
Data Quality Standards and Guidelines outline the minimum business rules for capturing and using data. 

Data Quality Management Standards and Guidelines covers:
· The data access requirements based on the Data Access, Security and Privacy Policy and Standards.
· The importance of updating and maintaining a business glossary, metadata
· Data Lineage, where known and identifiable or if not, underlying logic as to why it cannot be included
· Baseline training requirements on accessing and using data
· Consistency requirements for both internal and external data capture activities 
· The baseline controls and the supporting monitoring and reporting on data quality and overall integrity
· Should also include an acceptable threshold
· The requirements for data profiling and other similar data quality tools and methods

[bookmark: _Toc66963066]Data Access, Security and Privacy (AKA Identity Access Management): IT and Data Governance
Industry best practices recommend a process to support the control, review and monitoring on an annual basis. This is a result of the risk associated to data loss and fraudulent activities that are consistently evolving.
The Access, Security and Privacy Policy will provide the baseline requirements on providing access to Plan International Canada data and how to manage access once it's been provided. 
The Data Access, Security and Privacy policy and procedures cover:
· The required role-based access for all databases including but not limited to CRM solutions, Cloud / Lake (eco-systems)
· How to manage access requests and provisioning
· The definition of the necessary access controls and the supporting monitoring requirements. 
[bookmark: _Toc66963067]Enterprise Data Retention and Purge Policy and Schedules: Business Data Owner, Legal and Data Governance
Enterprise Data Retention and Purge Policy and Schedules covers:
· Overall organizational and business specific data retention expectations
· Overall organizational and business specific data purge expectations
Applicable reference to organizational data retention schedules
[bookmark: _Toc66963068]Requirements for Implementing the Data Policy
[bookmark: _Toc66963069]Roles and Responsibilities
Data accountability is a foundational cornerstone of an effective and efficient Data Governance Program.
[bookmark: _Toc66963070]Responsibility of Data Management Program / Data Governance Office
In a central federated ‘hub and spoke’ model, business and technical teams drive clear accountabilities for data management practices. The Data Management Office oversees the definition and deployment of governance processes, governance standards, and the underlying data policies and standards.
The Data Governance Office’s role is to identify opportunities to implement and communicate Data Governance best practices and lead the development, refinement and implementation of our Data Strategy.
In addition, the Data Governance Office supports ongoing monitoring of the effectiveness of policy, standard and guideline implementation through controls. These controls can include, but is not limited to, quantifiable metrics:
· tracking of improved data quality
· increase in finalized data definitions
· use of business glossary
· completed user access reviews
· implemented and running data retention and purge activities
· number of reported cyber and / or data loss incidences
[bookmark: _Toc66963071]Plan International Canada Reporting / controls
In progress in spreadsheet DG Metrics and Use Cases
[bookmark: _Toc66963072]Assumptions and Risks
	Assumption
	Risk
	Mitigant
	Level of Risk (Low, Medium, High)

	Policies and Standards listed in this document will be completed within the timeframe noted 
	Loss of data; excessive and unmonitored access; misinterpretation of data; misuse of data
	Best practices to keep data secure and appropriately accessed are followed
	Medium

	Data Roles and Accountabilities such as Data Owner will be assigned and active with the implementation of this Data Policy
	Organizational change to move forward with Data Governance practices and recommendations will cause delays in increasing the integrity and trust of the data.
	Communication, education and adoption plan in place to decrease risk
	Low

	Data Policy will be shared and communicated to all of Plan Canada employees
	Communication and roll-out of will delay changes in organizational behaviours and adoption of Data Governance practices resulting in continued lack of trust in data.
	Communication, education and adoption plan in place to decrease risk
	Low

	Finance Function Unit manages financial data as per current CPA requirements and does not fall under this Data Policy.
	The assumption is incorrect and financial data becomes in scope and requires Data Governance Policies and Standards to be applied.
	Frequent communication and shared assistance to validate assumption.
	Low

	Talent & Culture Function Unit HR and Learning data does not fall under this Data Policy.
	The assumption is incorrect, and data becomes in scope and requires Data Governance Policies and Standards to be applied.
	Frequent communication and shared assistance to validate assumption.
	Low

	Data Owners are based on Functional data model
	N/A
	N/A
	N/A



[bookmark: _Toc66963073]Implementation of Policy 
The Data Policy will need to be reviewed and approved as per the following table. Upon approval the Data Policy will be uploaded to the Policy Library.
	Name and department
	Role
	Date

	Legal Counsel
	Approver
	

	Project Owner
	Approver
	

	
	
	

	Programs Data Owner (TBD)
	Reviewer
	

	Business Data Owner
	Reviewer
	

	IT Data Owner
	Reviewer
	

	Finance Data Owner
	Reviewer
	

	Talent & Culture Data Owner 
	Reviewer
	



[bookmark: _Toc66963074]Document details (owner / next review date etc.)
This document is currently owned by Data Governance under Digital Experience; Micheline St. Clair mstclair@plancanada.ca.
Next review is scheduled for 12 months following the approval date.
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[bookmark: _Toc66963076]Appendix 1: Definition of Terms
	Term Used
	Description
	Example

	Metadata
	Technical information describing the data
	Data rules; data model; logical & physical data structures

	Data Lineage
	Mapping the flow of a data element. May also include ownership of the data flow. 
	Grant amount from source “A” is sent to a data warehouse “B” and used in a financial calculation in system “C” and reported on a spreadsheet.

	Data Classification
	Risk assigned to individual data elements determining risk of sensitivity if loss or mis-used.
Plan Canada will have 4 data classification types. In order of riskiness and sensitivity:
· Confidential
· Restricted
· Internal use
· Public
	Confidential – Top level of confidential such as specific global position of child residence.


	Critical Data Elements
	Either a single or derived data element that can be considered high risk to the organization’s reputation if data is loss or mis-used.
	Stand-alone critical data element that is a phone number.
Derived critical data element is an individual’s last name and mailing address.

	Data Model
	Organization and relationships of data elements
	

	Advanced Analytics
	Examination of data using sophisticated tools that is in turn used to make business decisions
	

	Cloud 
	Network of remote servers linked together operating as a single eco-system.
	

	Ecosystem
	Collection of diverse technical systems and platforms used to store and provide consolidated data analytics results
	



[bookmark: _Toc66963077]Appendix 2

Basic Data Lifecycle

[bookmark: _Toc66963078]Appendix 3
Data Governance Roles and Responsiblities: Future Data Management Hub and Spoke model
	Data Governance Role
	Current Plan B.U.
	Description and responsibilities

	Business Data Owner
	Programs
MPC
IT
Finance
Talent & Culture
	· Accountable for oversight and overall management of data usage needs, including end-user support, access administration, and quality remediation
· Approves non day-to-day changes and recommendations.
· Overall accountability for safety and soundness of data at all stages of the data life cycle
· Provides input and approves updates to Business Glossary and DQ assessment Rules
· Provides resource(s) to collaborate on Data Quality issues for owned data.
· Provides input and approves 3rd party Data Sharing Agreement for owned data
· Define acceptable use of sensitive / confidential data
· Approves Data Access request for owned Data
· Discuss results and coordinate remediation and policy implementation

	Business Data Steward Delegate
	Programs
MPC
IT
Finance
Talent & Culture
	· Steward acts a delegate to the Business Data Owner. This may be more than 1 person.
· Responsible for day-to-day management of data usage needs, including end-user support, access administration, and quality remediation
· Provides input updates to Business Glossary and DQ assessment Rules
· Works with IT Data Custodian to resolve DQ issues for owned Data
· Provides input and approves 3rd party Data Sharing Agreement for owned data
· Assists with identifying and defining acceptable use of sensitive / confidential data

	Technical Data Steward / IT Custodian
	IT
	· Accountable for oversight and overall management including the provision of resources for data usage needs, including end-user support, access provisioning, and quality remediation
· Approves non day-to-day changes and recommendations
· Overall accountability for safety and soundness of data at all stages of the life cycle
· Responsible for source system data integrity and development and maintenance of data to Enterprise data platforms
· Act as a Source System SME on data structure and content
· Triage and resolve issues source system / vendor data feeds
· The Custodian is responsible for day-to-day technical management of data usage needs, including end-user support, access administration, and quality remediation

	Data Management Lead
	IT / Digital Journey
	· Responsible for the overall consumption quality standards and managing adherence to standards throughout data delivery
· Own and maintains Data Management & Governance Data Policies and Standards
· Collaborates on 3rd Party Data Sharing Agreements
· Collaborates on creation and maintenance of Enterprise Business Glossary, Data Model and DQ assessment rules & reports
· Maintain roadmap and currency of Data Management tools

	Data Governance Lead
	Digital Journey
	· Accountable for writing and updating Data Policies, Standards and Guidelines
· Responsible for managing and monitoring Data Governance best practices as outlined in the Data Policy and DG Mandate
· Responsible to review and provide DG feedback and recommendations on IT and Business data requirements
· Working closely with the IT Intake team, is accountable for maintaining one consolidated list of all data quality / integrity related questions and investigation requests
· Responsible to triage (pre-analysis and investigation with the requestor) requests; complete data investigations including identifying source of problem / issue
· Works with Data Remediation team which includes at least 1 Business Representative to summarize problem and prioritize fixes
· Responsible for working with the Business partners to communicate update to the business areas which may include system or business process changes.
· Provisions reports on DQ Assessment, Data Usage and Data Issues to Data Owner
· Supports Data Mngt. Lead with updates to Enterprise Business Data Glossary and Data Model
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